Getting Started with VPN

What is a VPN?

VPN (Virtual Private Network) provides you with a way to connect to the HBU campus server
securely over the internet in order to access your work computer and shared drives from home.
VPN connection may be used on all computer Operating Systems: Vista, Windows 7, XP, and
Macintosh

For more in-depth information please review the following:

Requirements

You must have a connection to the internet using an Internet Service Provider (ISP) — Comcast,
ATT, etc.

PC users: Additional software called “Remote Desktop Client” is provided with XP
Professional, Vista, and Windows 7.

NOTE: The Remote Desktop Connection may be located in a different place depending
on your Operating System.

MAC users: The Remote Desktop Connection software is included in Office 11 for Macintosh.
If needed download the Remote Desktop Client at
http://www.apple.com/downloads/macosx/networking_security/remotedesktopconnectionclient.h
tml

Tips for best practices:
VPN to campus only when needed. Other HBU employees may need to login via the VPN Client
and the amount of connections are limited.

Your office computer must be turned on for you to access it from home when logging on to your
office desktop. Always Log Off before you leave the office for the day but keep the computer
On.

VPN Assistance

For assistance with your VPN connection please contact the Service Desk by going to
helpdesk.hbu.edu. If you need further assistance call the Help Desk at 281-649-3410

Instructions to Install the VPN Client on your Home Computer
Follow the instructions to install the VPN client on your home PC so you can access the HBU
Network or your office computer.

Most of the images you see will be coming from Windows 7
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Login to https://vpn.hbu.edu. and hit Enter

(=) & https://vpn.hbu.edu/+ CSCOE+/logon.html

Enter your Network Username and Password on the login screen (use the same user 1D and
password you use to log into your HBU computer).

0 - @ 0| @ HBu sSLYPN Service X |

| ) 3 B

an®|@ https://pr.hbu.edu/= CSCOE=/logon. kil
—

l HOUSTON BAPTIST
UNIVERSITY

i”iy Login

Please enier your username and password.

After logging in, the Cisco AnyConnect VPN Client will automatically begin installation.

You may receive several security or certificate warnings during this process, accept the warning(s) press
allow.

""""' AnyConnect Secure Mobil
CIsco

's WebLaunch Using ActiveX for

Checking ActiveX. Please wait....

—
Internet Explorer Security

A website wants to open web content using this
program on your computer

This program wil open outside of Protected mode. Internet Explorer's
Protectzd mode helps protect your computer. If you do not trust this
website, do not open this program,

Name: AnyConnect Secure Mobility Client
Publisher:  Cisco Systems, Inc.

[7]0 nat shaw me the warning for this program again

—
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More installation messages, just continue to wait until software is loaded.

lad AnyConnect Secure Mobil

Cisco
r§' WebLaunch Using ActiveX for Installation
Please look at the top of your browser for the
Platform information bar:
Y| - petection
- ActiveX

What's the Risk?

Information Bar Help

To proceed with set up, select "Install ActiveX
Control”. If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 9 seconds [skip].

| Help | | Download |

After the client has been installed it will attempt to automatically connect, as seen below. Once
you are connected to the HBU network, this window will disappear.

P -
B (A=t )

P-aBc || @ Installation

<1 o

&)

Cuzk

alialn AnyConnect Secure Mobil

cisco
f§_ webLaunch Connection E
The Cisco AnyConnect Secure Mobility Client has
platform successfully connected.
¥~ petection

The connection can be controlled from the tray icon,
o - ActiveX circled in the image below:

+| - Connected "

/ Download

The connection can be controlled from the tray icon. See the security lock, the pull down menu

< —

Customize...

from the desktop.
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If you click on lock you will get this screen to “Disconnect”. Once the “Disconnect is pressed it
will say “Connect”

e

stliali. AnyConnect
CISCO Secure Mobility Client

Advanced...

Connecting the VPN after Installation

Now that you have downloaded VPN to your computer let’s get started connecting to your work.

To Connect the VPN Client
Click on Start

ﬂ'j. Micrasoft Office Visio 2007 »
[E] Microsoft Excel 2010 »
P8 fdobe Reader X »
& Agent

@i Paint »
[l calculator

= Disk Cleanup

Y supervizor

B Remote Desktop Connection r

[ Disk Defragmenter
@ Intermet Explarer (64-hit)
(& Open Microsoft Office Document

¥ All Programs |

[Searefl Opens alist of your programs, |

Getting Started with VPN Page 4
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~ - 01051 - Remote D...

E Adobe Reader XI
6’ Cisco AnyConnect Secure Mobility Clier
e Default Prograrms

[ Desktop Gadget Gallery

@ Internet Explorer

F_f,. Windows Anytime Upgrade
@] Windows DVD Maker

[ Windows Fax and Scan
 Windows Media Center
@ Windows Media Player
Ej‘ Windows Update

o4 KPS Viewer

P

khanschke
Documents
Pictures
Music

Play music and other aud

Games

1. Accessories
Canon Utilities Favorites
Cisco
Dell Computer
Dell Webcam

&
W
&
W
.. Games Control Panel
&
i
&
g

GFI Software
Maintenance Devices and Printers
Microsoft Office

Microsoft Silverlight Default Programs

4 Back Help and Support

Search programs and files L0 |

Find your VPN connection in your start menu or in your Desktop icon list. This is from the
desktop icon list, press Connect

itlialie AnyConnect
CISCO Secure Mobility Client

Advanced...
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5. Enter your username and password (as you would in your office) and click Login.

)| @ httpsi//vpn hbu.eduf+ CSCOE+/logon.html P-a c,H © HBU S5L VPN Senvice | | A
—

I ||c-rs'rn.‘: LS ESER S SL VPN Service
UNIVERSITY

T
T ‘J Login

Please enter your username and password.

"

Options for Accessing the HBU Network from Home

There are several ways to connect to your information using the HBU Network.

Shares Drive

The Shares Drive will give you access to your information if you have saved your files
on your “Shares” Drive. You will need to know the Shares link and to insert it into the “Run”
drive usually found at the bottom of the “Start” menu. A good way to do this is to email the link
to yourself so you have access to it at home. An advantage of using the “Shares” drive is that
your computer at HBU does not need to be “On” in your office. The Shares drive is only
accessing the Network and not your computer in your office.

Computer Name

This will give you access to your information on your desktop in your office. The computer will
have to be “On” in your office. If there is a power failure at the university your office computer
may turn itself off, not turning itself back on and someone will need to go into your office and
turn your computer back on. Also sometimes your computer name may not be recognized by the
Cisco Agent, using this particular method.

IP Address

Your IP Address will give you access to your information on your desktop. Your computer will
have to be “On” in your office. If there is a power failure at the university your office computer
may turn itself off not turning itself back on and someone will need to go into your office and
turn your computer back on. Also your IP address can change so make sure to occasionally
check it. Using your IP Address will insure you to have access to your office computer as long as
your computer in your office is “On”.
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Using the Options for Accessing the HBU Network

Shares Drive Access
To access your Shares drive is probably the easiest method of accessing your work from home.
To start with find your share drive on your office computer.

Find your “Shares “drive by going to your share drive (usually found on your desktop)

Highlight the URL at the top of the page by clicking on the bar

» Shares
Organize v Include in library v goare with v Burn New folder =~ 0 @
| RecentPlaces &l Name ’ Date modified Type sig

4

@ /. Wadministrative\shares\Dept!

“administrative\shares\Dept\Acad Aff \ - i

Irganize ¥ | \\administrative\shares\Dept\Acct

5 Contaq \\administrative\shares\Dept\Admissions
‘\administrative\shares\Dept\AdmSecSrv
‘\administrative\shares\Dept\Advancement
‘\administrative\shares\Dept\Athletics
. “\administrative\shares\Dept\BFC
¢ Library ‘\administrative\shares\Dept\Bookstore
@ Links ‘\administrative\shares\Dept\Business
=l My Dol \\administrative\shares\Dept\ChristianThought n
' My MU \\administrativelshares\Dept\COAH
=| My Pig \\administrative\shares\Dept'\Education

m Desktq
&4 Downl

m

o Favorit

H My viq \\administrative\shares\Dept\FinancialOperations
‘\administrative\shares\Dept\FinOp

“\administrative\shares\Dept\Graduate -
‘\administrative\shares\Dept\Humanities

. Oracle
& Saved

' Search
1M Computer ‘ —‘

Email the “Shares* drive extension to yourself, so you can have access to it when you are home.

Getting Started with VPN Page 7



Getting Started with VPN

After you have “Connected” to the VPN at home insert your “Shares “drive extension by placing
it in the “Run” box found in your Start menu.

l\\administrative\shares\Depﬂ X I | Shut down 1 DV)

Computer Name Access

To find the name of your computer in your office to be able to connect to your computer from
home

Go to your computer name by going to your “Start” button

After you click on the start button this menu will appear using Windows 7

Click on Computer then see at the top where it says System properties.

Ej Micrasoft Office Visio 2007
[&] Microsoft Excel 2010

B® 2dobe Reader X

& Agent

@i Paint

[l calculator

=, Disk Cleanup

Y supervizor

B Remote Desktop Connection
[ Disk Defragmenter

(2 Internet Explarer (6d-bit)

(& Open Microsoft Office Document

[ » Al Programs
[earef Opens a It of your programs,
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This is where you get your computer name from so click on System properties

Search Computer L

&y Computer » vl

et

Organize v Systempropesties  Uninstall or change aprogem  Mapnetwerkdrive  Open Control Paned =« 7 0|

* 4 Hard Disk Drives (1)
Local Disk {C:)

61.0 GB free of 104 GB

+ Devices with Removable Stotage (2)

E’ WH BO-ROM Drive (D)

-
$ DVD RW Dreve (F)

This is where you get your computer name from so click on System properties
You can now see your computer name

# Downloads

L e

1% » Control Panel » All Control Panel ltems » System v | é9 W Search Control Pomel
P : 3y 2
B L View basic information about your computer
& Device Manages Windows editicn
& Remote settings Windows 7 Enterprize

B System protection
# Advanced system settings

Copynight € 2009 Microsoft Corporation. All rights reserved.

System
Rating: m Windows Expenence Index
Processor: Pentium(R) Dual-Core CPU  ES400 @ 2.70GHz 2.0 GHz
Installed memory (RAM):  4.00 GB
System type 64-bit Operating System
Pen and Towch: No Pen or Touch Input is available for this Display

Computer name, domain, and werkgeoup settings

See 2k

: omputer nsme ol # Change settings
Action Center o
Full computer name: O 2dministrative.hbu edu
Windows Update ¢ e
om, er n
Performance Inf hon and o i
Tools Domain: adminsstrateve. hby.edy

Now that you have your computer name you will need to insert it into your Remote Desktop

Connection
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Getting your Remote Desktop Connection

Go to “Start” button

Go to All Programs

F3 Maroroh Offce Visso 2007
%) Mecoseh Eacel 210

B Ascne Panter n

€ Apem
2 Pam

o Colkivleter

A, Cvit Owsrg

W Supervi

&, Fermite Derbtop Comnecton

i Cwt Defragmeter
8 tonet bolore: B8-2¢

B Open Nacroacht O¥ce Document

Calculator E

@8 Command Prompt

@ Connectto a Projector

=i Getting Started

& Math Input Panel

7| Notepad

@l Paint

& Remote Desktop Connection
15/ Run

% Snipping Toal

1. Sound Recorder

khanschke
Documents

Pictures

Play music and other at

7 Sticky Notes Favorites

@) Sync Center

= Windows Explorer Computer

[ Windows Mobility Center

F werdpad Control Panel

|/ Ease of Access

i System Tools Devices and Printers
|\ Tablet PC

Default Programs

| Windows PowerShell

4 Back Help and Support

[Isearch programs and files
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Click on Remote Desktop Connection and insert your computer name
T e— d= X

. Remote Desktop

«_"1 Connection
- -

Computes: — v

LConre:t J[ cal ] L Help J LOo‘uons > J

You should have access to https://vpn.hbu.edu on your desktop in your office. Your computer
will need to be “On” in your office for you to gain access to your office computer while off
campus.

IP Address Access

Need to access documents on your computer on your desk?
Follow instructions below to locate your IP address

Locating your HBU Computer IP Address
Follow the instructions below to locate the IP address of your office computer:
Go to Start button

v

Click on Run or if you are on a Windows machine type cmd in the search box
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IEI Untitled page
(N] Untitled page
IEI Untitled page
Files (9)
] VPN for Staff and Faculty
2| Thank you - PayPal

12 See more results

[ gmd | Shutdown | » |

Hit Enter

Type ipconfig and press enter. Your IP address will show on the black screen window. Write
down your IP Address for future use.

o CoAINDOWS

icrosoft Windows XP [Uersion 5.1.26001]
(C> Copyright 1985-2881 Microsoft Corp.

C:\Documcntz and fcttingsaNJoan Talbert>ipconfig,,

TYPE ipconfig
press enter to seeresults

Windows IP Configuration

Ethernet adapter {DB584D3F-D848-4DD3-8C65-1AA83EGFA7AA>:

Media State . . . . . . . . . . . = Media disconnected

Ethernet adapter Local Area Connection:

400 non n nn

T <R T S S e S e e e
Default Gateway = & 3 & & & & o & 23192488100

C:N\Documents and Settings\|EITEELCEEEN -

Now that you have your IP Address you will be able to connecting to your office PC from home
using Remote Desktop Connection

NOTE: Your office PC must be powered on
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To connect remote desktop using your IP Address see the following steps (Windows 7 users):
Go to Start button

Select All Programs

Ty Mo
¥ Mowseh £ .
B Adone Tande
€° Apem
P .
.

B tonet brpiore 86 24

H Open Nicreacht Oce Document

Select Accessories

A caiverms
Admeesratve Took
Bomge
5 Bosdom
Caron Ludtin
Coace
b Ciow Untfnd COX Hanoncl Ragans
latcrate Byt
b Gares
Gesrigie Chrgove
b Mamtenanie
Mabawetrter 2oh-Ushvare
b Moltee
& Moewht Oftce
Moot Sherhght
4 Oxacle - OraChent}lg Meeral
Pant NMarager Phs

Advemative Tock ¢

€ Back D s e

(22 . 5 B

Select Remote Desktop Connection
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A coviarms
Catcatator
B8 Cemenand Prompt
&5 Conruct 16 & Hetminh Pagpacton
B Connuct 1o » Progecton
1 Oeming Stated
W Nt gt Pavned
7 Noteped
Paet
B Pervate Desingg Corniton

Hit Enter
Place your IP address in the text field as required and then click Connect

NOTE: Your office PZ must be puered on
Windows 7 Users

2. Select All Programs

T o3 wed Pty

Adveneistiy Towin ®

oty et gyt
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3. Select Accessories

4 Coce

b Ciaoe Unifupd COX Manoncal Ragons
+ Uaborate Byt

b Germes

b Gedrgie Ovpove

b Mamtenance L
L Mabawetyter 2ob-Mabwace

b MiAlee

L Morssoht Oftce

5 Moowoht Shveright

b Onacle - Oralhent)lg Mol

b Punt Marager P

b Adcevsres

o Caicatator
[ e ]

&5 Conrmct 16 & Metminh Pajpacton
B Connuct 1o » Pragecton

1 Oeming Stated

o Nats gt Paved

o Parnt
& Parrote Desineg Corvmitom
¥ fun

» Snppng Yoot

1, Seund Recorser

Sachy Notes

W) Symc Corter

A Windows Explover

B weePad

€ Back

A= Remote Desktop Connection

L Remote Desktop
< Connection

Computer:  |10.200.1.00 v|

[ Connect ][ Cancel ][ Help ] [ Options >> ]

6. Enter your network user ID and password on the Login screen (use the same user ID and
password you use to log into your HBU computer).

7. Click OK to connect. To disconnect you can log off.

Logging Out of VPN
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To quit or cancel the VPN connection from home RIGHT click on the icon show in the system
tray

Customize...

Customize...

Press Disconnect

—

itliali AnyConnect
CISCO Secure Mobility Client

: vpn.hbu.edu

Getting Started with VPN Page 16



